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Community Center / Published On November 11, 2020 09:10 AM /

Staff Consortium November 11, 2020

-,

Computer hacker wearing Santa hat while working on laptop late at night.

The V.I.P.D. on Tuesday issued a holiday fraud alert in an effort to heighten residents'
attentiveness to potential criminals looking to prey on unsuspecting individuals.

The VIPD said it receives numerous calls from victims that have been victimized through
phone scams. "Some of these scams involve threats for monies owed to a law
enforcement agency, including IRS and the Social Security Administration,” said the
police force.
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Other scams involve someone calling the victim advising that a family member is in jail or
has been hurt in an accident and need money immediately. The most common one is
someone with a foreign accent saying they are from Microsoft, and they need to get into
your computer to repair a problem.

Steps to Avoid Becoming a Victim

If someone mentions there is a warrant out for your arrest, verify by contacting your
local law enforcement agency or the specific alleged law enforcement agency to
confirm. DO NOT call the number given by the person on the phone or the number
that shows in the Caller ID.

Do not depend on Caller ID to confirm the caller's information.

Know that law enforcement agencies do not accept wired money, only cash and
bonds.

Never wire money to anyone who is alleging arrest or warrants.

Be wary of responding to any phone come-ons. Never reveal your bank account or
volunteer other personal information to someone who calls you.

Do not respond if you receive an unsolicited email that asks you to confirm personal
information such as your bank account or credit card number.

Make sure to investigate unfamiliar companies before investing in them.

DO not send money upfront in order to collect any prize/lotto winnings.

If the call involves a family member in need of money due to an accident or being in
jail, CALL that family member before sending any money.

Be wary of family members or friends who are constantly finding ways to separate
you from your money, especially if you are a senior citizen.

The AARP reminds us that if we encounter a holiday scam, file a complaint with the
Federal Trade Commission (online or at 877-382-4357) and report it to the Attorney
General’s Office or the VIPD Economic Crime Unit. Itis a crime to defraud the
elderly.
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